How to configure OpenVPN in Vigor Router using XCA
certificate and key management.

IR Create local certificate in the Vigor Router.

1.1 Since the certificate has a valid period, please make sure the time settings of the router is
correct, by going to System Maintenance >> Time and Date.

System Maintenance >> Time and Date

Time Information

Current System Time 2019 Sep 9 Mon 9: 58 : 42 \ Inquire Time |

Time Setup

® Use Browser Time

Use Internet Time

Time Server pool.ntp.org

Priority Auto v

Time Zone (GMT) Greenwich Mean Time : Dublin v
Enable Daylight Saving L_{\rcj\_{qufgqi_;

Automatically Update Interval 130 mins v |

Send NTP Request Through Auto v

| OK | | Cancel |




1.2 To generate a new certificate, go to Certificate Management>>Local Certificate. Type the
information below and select Key size as 2048 Bit and Algorithm as SHA-256 and then click
Generate.

[
Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Name |openvpn

Subject Alternative Name
Type E-Mail v

E-Mail support@i-lan.com.au

Subject Name

Country (C) LRU

State (ST) INSW
Location (L) |Sydney
Organization (0O) Ii-lan
Organization Unit (OU) lsupport
Common Name (CN) support@i-lan com au ]
Email (E) \george@i-lan.com.au I
Key Type |RSA v |
Key Size W
Algorithm \SHA-25_6 v




1.3 After generating, you will see the Certificate Signing Status as Requesting, which needs to be
signed by a CA. Click View and highlight the content inside the PEM Format Content and then
right-click and select copy.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
openvpn fC=AU/ST=NSW/L=Sydney/O=i-la... I Requestingl ] Sign || View m Delete |

- — - View | | Delete
- = e View | | Delete

Note:

1. Please setup the "System Maintenance >> Time and Date" correctly before signing the local
certificate.

2.The Time Zone MUST be setup correctly!!
| GENERATE | | IMPORT | | REFRESH |

@ Certificate Signing Request Information - Google Chrome = O X

® Not secure | 192.168.150.1/doc/xlocfvit.htm

T

Certificate Signing Request Information

Certificate Name : openvpn
Issuer :
Subject : C=AU, ST=NSW, L=Sydney, O=i-lan, OU=support, CN=support@i-

lan.com.au, emailAddress=support@i-lan.com.au
Subject Alternative Name : email:george@i-lan.com.au

Valid From :

Valid To :

PEM Format Content :

Emoji

Cut

Paste

KrqBfQ/f409cuzYgazkj
————— END CERTIFICATE R

Paste as plain text Ch

Select all

Close

Search Google for “----- BEGIN CERTIFICATE REQUEST-----..."
Print...

Spell check

Writing Direction

Inspect @]




1. Create a new CA using XCA.
2.1 Launch XCA, go to File and click New Database.

< X Certificate and Key management = O
_F'-l_[e_l Import Token Extra Help
New DataBase Ctrl+N Lts Certificates  Templates
Open DataBase Ctrl+0
Recent DataBases ... 4
Set as default DataBase
Close DataBase Ctrl+F4
Options
Language 4
Exit




2.2 Name your database as e.g XCA.xdb and click save.

¢ X Certificate and Key management

-~ Open XCA Database

<« v N > User > Desktop > Victor-certificate v | ® | Search Victor-certificate
Organize v New folder Bz -
o Name Date modified Type Size
# Quick access
B Desktop » No items match your search.
Documents
‘ Downloads
[&] Pictures »
How to cenfigur
John.North
OpenVPN
Video
@ OneDrive
= This PC
=& Networl %
File name:|| XCAxdb |
Save as type: | XCA Databases ( *xdb )
A Hide Folders Save I | Cancel




2.3 Go to the Certificates tab, click New Certificate. Select Create a self-signed Certificate with the
serial. Click Apply all to apply the CA Template.

Templates Revocution fists

Private Keys Certificale sapning roquests

Internal name  commonName (A Serial Expiry date | CRL Expyration New Cortificate
X Certificate and Key management ? %
Expoct
Create x509 Certificate St Impees
Saurce Subject Exrensions Key usape Netscape Advanced Show Desails
Sigming request Delese
b : Impor PRCS#12
Shew rognort
Trtspoxt PKCSAT
Plain View

reate a soif sigaed comificase with the serial |1

Signamare algontkm SHA 256 v

Template for the new cernficase

[detunkt] CA v

Apply extensions | Apply subject Apply all

OK Cancel

Database: D/User/Documents/EAPxdb



2.4 Go to the Extensions tab and select type as Certificate Authority.

~ X Certificate and Key management

Create x509 Certificate

? X

res

X509v3 Subject Alternative Name
¥X509v 3 Issuer Alternative Name
X509v3 CRL Distribution Points

Authority Information Access

Source Subject Key usage Netscape Advanced
X509v3 Basic Constraints Key identifier
Type Certification Authority v [ Subject Key Identifier
Path length | | O critcal [ Authority Key Identifier
Validity Time range

]

Not before |2019-09-0900:26 M v| 1 |Yeas  ~ || apply |
Not after | 2020-08-06 04:07GMT | [J midnight  [] Local ime  [[] No well-defined expiration

Edt |

||

Edt |

Edt |

||

Edt |




2.5 Go to the Subject tab.

e Enter certificate information under Distinguished name, then click Generate a new key.

e Select "RSA" for Keytype and "2048 bit" for Keysize, then click Create.

e Click OK to generate the CA Certificate. Now we have the Trusted CA Certificate to sign the
server certificate and client certificate.

Create x509 Certificate S
Source Extensions Key usage Netscape Advanced

I Distinguished name]

Internal mame [CAtest organizationName
countryName ]'r\\' organizational UmtName
stateOrProvinceName | commonName Root
X Certificate and Key manage...  ? X s DR et
ent Add
New key ==

: Delete
Please give a name to the new key and select the desired
keysize

Key propertics

N oaed | F :
Kevtype RSA v

Keysize [2048 bt v

[ *» [7] Used keys toof [Generate & new key

(] Remember as default

sate “ancel
Create ﬂ Cance OK Cancel




1. Importing Signed Server Certificate and CA Certificate to the Router.
3.1 Go to Certificate signing requests, right-click and select Paste PEM data and paste the PEM
Format Content copied from the Vigor router in procedure 1.3. and then click Import All.

X Certificate and Key management

, File Import Token Extra Help

Privare Xeys l Cemificate signing requests l Carmificares Tempistes Revocanion hists

I Internal name commonName Signed

New

Import
Paste PEM data Priviee Keys  Cortify

Columns » Intarnal name

CONE Mg rogests

commonName

= O X

New Regacst
Expornt
[mpon
Show Details
ol § W
Centitacares Templines Revocatson s

Signed

X Certificate and Key management ?

Import PKI Items Jem
{1€. 166,188,111 |
—
Ttpuxt
Exme
Remose froen list

Details




3.2 Right-click on the imported certificate and select Sign. Use the CA created in procedure 2 to sign
the imported certificate and then click OK.

|« X Certificate and Key management

File Import Token Extra Help

! Private Keys Centificane sipning roquests Certificates Templates Rewxal
|

Internal name commonName Signed
N 118,.166,1868,1117118.166.188.711iTinhandled
New
imeort = o XCertificate and Key management ? X
Paste PEM data i
Rename Create x509 Certificate S
Delete Sauree FEatenacns Koy mage Netscape Adanied
Export >
Transform » Sigming coqust
vg! .~ - Il \'.:,r. s (Comincate Sipmg QU SN | -
[ Copy exsensicns from the request Show roguest
Columns 4 [ Medify ssbieet of the sogaest

Signang

e & self shonod oentificate with the serizl

this Cenificate for signeng CArest l »

Sapnsourd alpovithm SHA 2%6 -

Tomplate for the sew certificate
[dedislt] CA -
Apply extensioms  Apply sublect Apply all

3.3 Under Certificate tab, export the Singed Local Certificate as .crt format. Go back to the Vigor
router's GUI and import it to the Vigor router by going to Certificate Management >> Local
Certificate >>Import

1 ke Coatie i o e ey
I - . :
Intemal name commonName A Serial Expiry date CRL Expitation New Cestificare

v A® CAzest Root v Yes 01 2029-07-31
A 1180166189111 1160166188011 02'2019-07-31 Export
X Certificate and Kty management ? x beypert
Swow Detals.
Certificate export Nes -
e
Name {16688 11 |
Imgont PROS912
Flemme er/Desknop | 55, J6RK | 11 ct
Regoet PRCSH)
PEM Text formst with heskeny BT S
PEM (* ) - mmerbib cmin A
‘ Certificate Management >> Local Certificate
ondl | |
~ | Import X509 Local Certificate
Upload Local Certificate

Select a local certificate file,
Certificate file: (EfEIRE 118.166.188.111.crt
Click Import to upload the local certificate.

o

Unload PKCS12 Cedificate




3.4 Make sure that the status of the certificate imported is OK.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status
openvpn /C=AU/ST=NSW/L=Sydney/O=ilan... | View | | Delete |
--- --- --- | View | | Delete |
--- --- --- | View | | Delete |
Note:

1.Please setup the "System Maintenance == Time and Date" correctly before signing the local

certificate.
2.The Time Zone MUST be setup correctly!!

| GENERATE | | IMPORT | | REFRESH |

3.5 In XCA, go to Certificate, choose the CA certificate and export it as .crt format, and then import
the CA certificate to the Vigor router, by going to Certificate Management >> Trusted CA

Certificate.

Internal name commenName A Serial Expiry date CRL Expiration

New Cemficae
v g CAtest Root v Yes 01 2028-07-31
Ac® 118.166.188.111 118.166.188.111 02 2013-07-31 Fapxt
Tmpoct
X Certificate and Key managerent ?
Shorw Detals
Certificate export e Delese
Namye [CAwst Impest PRCSA12
Filemme (D ser/Desitoph Arestn Import PRCSA7
PEM Text format with headers Plais View

Al -
I Certificate Management >> Trusted CA Cmiﬁaﬂ

‘ Import X508 Trusted CA Certificate

Select a trusted CA certificate file.
SEER CAtestert

Click Import to upload the certification.
I import I Cancel




3.6 Make sure that the status of the Trusted CA imported is OK.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Root CA Create |
Trusted CA-1  /C=AU/ST=NSW/L=SevenHills/O=... | View | | Delete |
Trusted CA-2 = =55 @ ﬂ)elE}
Trusted CA-3 --- s | View | | Delete |

Note:

1. Please setup the "System Maintenance == Time and Date" correctly before you try to generate a
RootCA!!

2.The Time Zone MUST be setup correctly!!

| IMPORT | | REFRESH |

V. Making a Private Certificate and Private Key for VPN Client.

4.1 In XCA, go to Certificates, click New Certificate. Under Signing, select Use this Certificate for
singing.

Private Keys Cermificare signing requasts Templates Revocation lists

Internal naf .~ X Certificate and Key management ? X
v /¢ CAtest
A 118-188 Create x509 Certificate S | o
Saurce Subject Extensions Key usape Netscape Advanced | Import
: l Show Details
DIENE reQUCSt

[7] Sign this Certificate sipning request HIR166.188.11) ' Delete

Sy request

mport PROS#12

Import PRCSH7
Siwpning [ Plain View
() Create a self signod certificate with the senal
I @) Use this Cortificate for signing I CArest >
Signature algonthm SHA 256 e

Template for the new certificate

[default] CA v

Apply extersns . Apply subiect Apply all

s
crd | Wi

)




4.2 Go to the Subject tab.
Enter certificate information under Distinguished name, then click Generate a new key. Select

"RSA" for Keytype and "2048 bit" for Keysize, then click Create.
e Click OK to generate the certificate.

| Ke

oken Ext
Private Keys Certificate signing requests Certificates Templates Rewvocation fists
Internal nat -+ X Cartificate and ¥ New Certificate

v ¢ CAtest :
/et 138:168 Create x509 Certificate e | B
Source Exteasions Key usage Netscape Advanced Impot

Distingtushed name

: Show Details

Tternal name [Octient organizationName 1 I Dot
countryName i'l\\‘ organizational UnitNam | i -
stateOrProvinceName [ | commonName }[k‘ixn! 1] !m‘\m ARl
localityNanw ! email Address } :Imt\ﬂ PKCS#7
X Certificate and Key manage... ? X i Add | Plain View

Please give 4 mame 10 the new key and select the desired
keysize
Key properties E

|
New key = Delete

Name [Ocliend

v

Keytype |RSA

Kewsize [2048 bit

[[] Remember as default
: . Cancel
.
4 - i 4

>

v| =[] Used keys too | Generate a new key




4.3 Go to Certificates; select the certificate we just created. Export it as .crt format.

and Key managem
N 1
3 Hej

1 Token

Templates Revocation lists

Private Keys  Certificate signing requests | Centific

Internal name commonName CA Serial Expiry date CRL Expiration v Conitante
v Agg CAtest Root v Yes 01 2028-07-31 ~
118.166.188.111 118.166.188.111 02 2019-07-31 | Export ||
I§ Oclient Ocrlient I 03 2019-07-31
- , Impoet
X Certificate and Key management ? X
| Show Details
Certificate export S Delete
Name Oclient | fmport PKCS#12
j Filename [D/User/DeskeopiOclient.crt Tmgxet PKCS#H7
PEM Text format with headers T Phain View
PEM (*.c1t) v
I ox Cancel

4.4 Go to Private Keys, export the Private Key (Oclient.key), and manually change extension name

to .key and then click Ok.

|?u nport Token Extra
| Certificare signing roquests Certificates Templates Revocation lists
Internal name Type Size Use Password i New Key
@ CAtest RSA 2048 bit 1 Common
|€= Oclient RSA I 2048 bit 1 Common | Export
X Certificate and Key management ? X L Tmpert
. Tmport PRX (PKCS#12)
Export private key [RSA] =
A - Show Detaals
Name [Oclient : maaa
Dekte

Filename b?(««:ﬁ:k;:&klcmb.q I j;

Uneacrypted pavare key in text format Es R :
|PEM prvate (*pem) -

OK " Cancel




V. Setup the Vigor router as OpenVPN Server.

5.1 Go to VPN and Remote Access >> OpenVPN, General Setup, and follow the settings below.

VPN and Remote Access >> OpenVPN

l General Setug | Client Config

¥ Enable UDP

UDP Port 1194

¥ Enable TCP

TCP Port 1194
Cipher Algorithm AES128 v
HMAC Algorithm SHAT v
Certificate Authentication

Note: OpenVVPN on viger only support TUN device interface currently. So please setup corresponding

configurations on the client side.

o

OK

5.2 Go to the Client Config tab, specify the file name of CA Certificate, Client Certificate, and Client

Key and then click Export. Please make sure that your WAN is up before exporting .ovpn file.

VPN and Remote Access >> OpenVPN

o

General Setup Client Config
Remote Server l ® 1p | WAN1 124.169.18.18( v | ]
Transport Protocol | TCP v

File Name Iopenvpn .ovpn

' Domain

CA cert |CAtest crt
Client cert |Oclient crt
Client key |Oclient key
Note:

Please make sure the CA files are located in the same folder with

| Export ‘

.ovpn file.



5.3 Go to VPN and Remote Access >> Remote Dial-in User and create user profiles for OpenVPN
Dial-in users. Select Enable this account, enter Username/Password, and select OpenVPN
Tunnel under Allowed Dial-In Type.

VPN and Remote Access >> Remote Dial-in User

Index No. 1
tication Username OVPNuser
¥ Enable this account Paceword essaned |
Idle Timeout i secand(s} EMabTe T UM TIE PRSSWOTaS OTP
Allowed Dial-In Type FiNCone
Secret
PPTP
IPsec Tunnel IKE Authentication Method
| IPsec XAuth ¥ Pre-Shared Key
I L2TP with IPsec Policy | None v _ IKE Pre-Shared Key | Max: 64 characters
SSL Tunnel Digital Signature(X.509)
¥/ OpenVPN Tunnel None v
IKEv2 EAP
IPsec Security Method

Specify Remote Node

» .
Remote Client IP Medium(AH)

High(ESP) ¥ DES ¥ 3DES ¢ AES

Local ID (optional)
or Peer ID

Netbios Naming Packet ® Pass Block
Multicast via VPN Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

5.4 Go to SSL VPN >> General Setup to change the Server Certificate to the Local Certificate that we
generated in procedure 2.

SSL VPN >> General Setup

SSL VPN General Setup

Bind to WAN Y WAN1 ¥ WAN2 ¥ WAN3 ¥ WAN4
Port 443 (Default: 443)

Server Certificate




VI. OpenVPN Client setup.

6.1 To import the openvpn.ovpn file to the OpenVPN client. Right click the OpenVPN icon, which is
located on the bottom right of your taskbar. There are three files to put inside the OpenVPN
config folder:

e Trusted CA Certificate (CAtest.crt)

e Private Certificate (Oclient.crt)

e Private Key (Oclient.key)

Import file...

Settings...

General Proxy Advanced About

Configuration Files
Folder: | |C:\Users\User\OpenVPN\config [ _

Extension: |ovpn

Log Files
Folder: IC:'\Users'\User'\OpenVPN\log [ —

—mzax

Script Timeout
Preconnect script timeout:

Connect script timeout:

Disconnects =~
openvpn

openvpnl

victor

Import file...

Exit




I M = | openvpn

x

Pin to Quick Copy
access

Clipboard

€ - v 1

¥ Quick access
[ Desktop

E—.j Documents
. Downloads

[&] Pictures

Share

[

Paste

View
dy Cut i
]
Wl Copy path 03
Move

L{] Paste shortcut

to

5| User > OpenVPN > config > openvpn

% % %

»

How to configur

John.North
OpenVPN

Viden
4 items

~

Name

~

5] CAtest.crt
Oclient.crt

D Oclient.key
Q] openvpn.ovpn

New item ~ [TH 4 Open
X = B2 A
ﬁ Easy access /| Edit
Copy Delete Rename New Properties .
to v folder v ) History
Organize New Open
Date modified Type Size

Security Certificate
Security Certificate
KEY File

OpenVPN Config ...

6.2 Click Connect and enter username/password configured in procedure 5.3.

openvpn

openvpnl

victor

Import file...

Settings...
Exit

> Connect
> Disconnect
> Reconnect

Show Status

View Log

Edit Config

Clear Saved Passwords

Change Password

EE Select a
5 Selectr
DD Invert s

Selel

vio

2KB
2KB
2KB
1KB



& OvenVVPN Connect (tost)

~onnecuon ((est)

Current State: Connecting

Tue Jul 31 17:29:54 2018 OpenVPN 2.4 6 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [LZ4] [PKCS11][AEAD]
Tue Jul 31 17:29:54 2018 Windows version 6.2 (Windows 8 or greater) 64bit

Tue Jul 31 17-29:54 2018 libtraprimeciane: AnanGl 1.1.0k 27 Mar 2012 1209 1

(1) test >4 D
Usemame: | OVPNuser I

B e ot essened |

[ ] save password

[ ]

Cancel

—P

OpenVPN GUI 11.10.0.0/24 6

Disconnect Reconnect ‘

Hide

6.3 After establishing the OpenVPN tunnel, go to VPN and Remote Access >> Connection
Management in the Vigor router to verify the connection.

VPN and Remote Access >> Connection Management

Dial-out Tool | Refresh |
General Mode: v Dial
Backup Mode: v | Dial
Load Balance Mode: v | Dial

VPN Connection Status
All VPN Status  LAN-to-LAN VPN Status

Remote Dial-in User Status

VPN Type
1

OpenVPN
{ OVPNuser ) k%
Local User Database /\ES-SHAL Auth

Remote IP

118.166.186.70
via WAN1L

192.168.89.11/32 1048

Vitual Tx _ Tx  Rx  Rx
Network  Pkts Rate(Kbps) Pkts Rate(Kbps) “PTI™e

438.40 947 56.10 0:3:56  Drop

xxxxxxxx : Data is encrypted.
xxxxxxxx : Data isn't encrypted.



